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ZjhjdfatX\s=^_h[Z8XZ\HJMuJdlZjd'MLfMea­¡ dlh\Z\HJMLhL¾_`JaZ\bpnxb¨ZhjMLd_]8HJMLX«Z\HJM;uYMLX[Z\bpatd&Zjb¨^_a7ª dlZjdZ\h8dlatX[¡¢Meho¡¢h\^_K sx^Y]8fM!Z
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G ^0fMLVÄ^_hjutX;dfh\MPfMLaJMeh8dlnpn¨V d_X\X\^Y]!bcd&ZjMLuÄb¨Z\H3gU,uYMencdEVºZ\^_n¨MLhjdfat]!M! &¾,dfatu ^_sJs=^_h[Zj`JaJbcX[Kºª
g(U bcX^faJnpV%X\`Jb¨Zjdf©Jn¨M¡¢^_h¥uYMLnpdEVZj^fnpMeh8dlaZrdlsJstn¨bc]edlZ\bp^fatXLª ;d&Zjd bcXZjhjdfatX[sx^fh\Z\M?ubpaÄ`tX\Mehsx^Y]8fM!Z8X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`=X[MLh;K MLM!ZjX;ZjHJMaJM Z'K ^f©tb¨npM `tX[MLhLª)(¥X\Meh'K ^f©tb¨npbZmVÊbpXd0K¯`tX[Z¡¢^fh'gU¾7HJ^&(Me_Meh;bZ8X;Z\h8d&kmM?]·Z\^_h\V




gU bpX¯dºaJMe®aJM!Zm(^fhjWb¨at%stdfhjd_uYbpfKTdla=u^_s=MLatXd0hjbp]8H hjMLX\MLdlh8]8Hdfh\M?dJª °Áa3Z\HJbcX'stdfs=MLhL¾ M
M YsJn¨^_h\M d¬aJMe _dfhjuJMea ^l¡'gU h\M?X[M?dlh8]8H4ÊuYMLaJbcdln¨£À^f¡Ð£±X\MehjWbp]eMºdfatu X\Men¨¦=X[H ©xMeH=dEbp^fh?ª  MÄZjMeatu
Zj^º©=MLn¨bpMe_MPZjHtd&Z¯X\^fK MNs=^Y]8_M!ZX[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©t`YZ(dfnpX\^©xML]edf`tX\M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aJ^hjMLd_X[^_a Z\^HJMLn¨s^lZ\HtMeh8XeªRÄ^_X[ZobpK s=^_h[Z8dlaZ\npVf¾M
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Zj^ ]!b¨Z\M dÊ¡¢Me #·ª °Áa d3K ^f©Jbpn¨MÄd_u HJ^Y]ºaJMeZm^_h\¤¾odfn¨n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(¥s=^_aÊX\MeatuYbpaJ0d­std_]8fM!Z?¾xd(dlZj]8HtuJ^fl£±Mea=dl©JnpMLu%aJ^YuYMNn¨bcXmZjMeatXb¨ZjXaJMebpfHW©x^fh?¼ X*!¢bÀª M_ª¥ZjHJMPatM  WZaJ^YuYM
^_a Z\HJM%std&ZjH Z\^ÊZ\HJM0uYMLX[Z\bpatdlZ\bp^fa #'d_]·Zjb¨Wb¨ZmVfª °±¡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X[Z\MLsY£±©V£ÁXmZjMes7ªP(Z'Z\bpKNM ^f¡hjbZjb¨aJ=¾¤Z\HJMuYMeZjdfb¨ncX^l¡(gU stdfhjd_uYb¨_K dlhjMPV_M!Z;Z\^º©=M M Wstn¨^_h\M?uÊdla=u
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 Z\HJM'K M?X\Xjdl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K M©=df]8¡¢h\^_K	ZjHJMaJM  WZrHJ^_s7ª
GHJM'_^_dfnx^f¡¥D=DY¬7WsJhj^lZj^W]e^fn¤bcXZ\^ Kdl_M;b¨ZrbpKNsx^_XjX\b¨©JnpM;¡¢^fhrdfa0bpaZ\MLh\K MLuJbpdfh\VaJ^YuYM































utd&Zjd¥bpXD©xMebpaJ;h\MeZ\`JhjaJMLuZ\^¥Z\HJMsJhjMeWbp^f`tX,aJ^YuYMf_b ª Mfª HJMea¯Z\HJMstdlZ\H¯bcXDHJ^W^f£ÁX[Htdfs=M?u¿ªt^fhDM  JdlK sJnpMf¾
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°Áa ^fh8uYMehPZ\^ dfuJuJh\M?X\XZ\HJbcXNsJh\^_©JnpMeKº¾odÊX\atdffM!£ÁX\HtdlsxMLu stdlZ\H K¯`tX[ZN©xMÄ]8HJ^_X\Mea ©WV ZjHJM0X\^f`thj]eM
d_Xrbpn¨np`tX[Z\h8d&ZjMLuÄbpa Dbpf`JhjMNWª' X[atdffMe£±X\HtdlsxMLuºs=d&Z\HÊb¨npnsJb¨atsx^faJ0d­h8dlatuY^_K aW`JKP©=MLh^f¡iZ\bpK MLX
©xM!Zm(MeMLa¬ZjHJMÄuYMLX[Z\bpatd&Zjb¨^_a aJ^YuYMºdla=u¬b¨ZjX aJMLb¨_H©x^fh &¾©=Me¡¢^fhjM0dfh\hjb¨WbpaJÊdlZPZjHJMÄuYMLX[Z\bpatd&Zjb¨^_a7ª GHJM
uJMLX[Z\bpatd&Zjb¨^_a KdEV%©xMPdfaV0^l¡«ZjHJMPZm^­at^WuJMLXb ª Mfª;X[atdffMe£±X\HtdlsxMLu0stdlZ\HtX;X\HJ^f`JncuÄ©xM¯`tX\MLuÄ¡¢^fh¥©x^lZjH7ª







GHtM;s=d&Z\H0^l¡ Z\HJM'K M?X\Xjdl_MbcX]8HJ^_X\Mea0dfX`tX\`tdfn ¾WbÀª M_ª












¾YZ\HtMeaºZ\HtMstd&ZjH X[MLn¨M?]·Zjb¨^_aºdfn¨_^fhjbZjHJK M YbZ8X !¢b¨Z\HÄZjHJM
^_`YZ\st`YZ































 4~Ly1x\µ¬ ´ ¾}ª²°{ps&uLs1lyw}rly1~Lu!x1xnry4uLs1nx2 y~l~!w y~!x{ps& U¡?Í nwry}y    L2pw¦}	
!













2i × (0.5)i ' 4
°·ª Mfªp¾fX\atdl_M!£ÁX[H=dlsxMLu'stdlZ\HtXDbpn¨nYhjM	`JbphjMo^faPZ\HtMdE_Meh8dl_Mi{¥Zjb¨K M?Xn¨^_aJfMLhD]e^faZjd_]·Z«uY`Jh8d&Z\bp^fa !¢©xM!Zm(MeMLa
ZjHJM'ncdfX[Z(Zm(^ aJ^YuYMLX #oZ\HtdfaÄdNX\bpKNstn¨M'K MLXjXjdlfMZ\h8dla=Xm¡¢MLhbZjHJ^f`YZr]e^^_s=MLhjdlZ\bp^fa0MeaY¡¢^_hj]eMeK MeaZ?ª
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M_ª =ªaJM  WZrHJ^_s0d_uJuYhjMLXjX[M?Xe¾Ydla=u¡¢^_hZ\HJMX\ML]eh\MeZ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the onion is not 
received back.
timeout occurs if




data stored by B
data stored by C
data removed by B
transport−layer
connection
data sent by A
data sent by B







data decrypted by D
data removed by C
onion detached from data
[[[[[[[K]]]]]]]
data stored by D
Db¨_`Jh\M'|iQsJZ\bpKNbeM?uºX[atdffM;std&ZjH0¡¢^fhnp^faJ K MLXjX\dffM?Xeª
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hjMe_MLdfn_b¨ZjXbcuYMeaZjb¦tMLhLª(¥X\Meh«bcuYMLa_Zjb¦=Meh8X! X[MLatuYMLhidlatuPh\M?]!bpsJbpMeaZ # bpn¨nY©xM¡¢^f`Ja=u¯bpa¯ZjHJMruJdlZjdJ¾&sx^_XjX\b¨©JnpV
bpaÄXmZ8dlatutdlh8u­M!£±Kdlbpn¤¡¢^fhjKd&ZL¾Jdfatu0^faJnpVd_]e]!M?X\X\bp©Jn¨MZ\^ ZjHJM¦tatdfn7uYMLX[Z\bpatdlZ\bp^fa7ª
QaJM3uYh8dE©tdf]8¬^f¡sJ`J©Jnpbc] fMLV ]eh\VWsYZj^f_hjdfsJHWV¬bpX%b¨ZjX­Htb¨_H sJhj^W]eMLXjX[bpaJ¬]e^_X[ZLª ¥^&MLfMeh?¾(Z\HJM
^_aJbp^fatXdlhjMh\MLnpdlZ\bpfMLn¨VºX[Kdfn¨nÀª;X\X\`JK bpaJ%dfatu |_&£À©tbZ¥°Ágo{%aJ^YuYM¯bcuYMLa_Zjb¦=Meh?¾¤dfatu E&£±©Jb¨Z¥Htd_X[H ^f¡
ZjHJM¯uJdlZjd ! X[MLMPUWML]!Z\bp^faÄ|Jª ~Jª y #!¾t(MM  YsxML]·Z?zf~ ©Jb¨ZjX¥s=MLhr^fatb¨^_a0ncdEVfMLhL¾tb ª Mfª(s=MLh¥bpaZ\MehjK MLuYbcdlhjV­aJ^YuYM
! ^fh?¾tE PEfylz¥©Jb¨ZjXbZjH­°ÁgiYz#!ª«UY^fK Mrstd_uJuYbpaJ¯bpn¨n¤dlncX\^'©=MaJMeM?uYMLu Zj^¯HJbcuYM¥Z\HJMa`tK¯©xMeho^f¡
Ht^fstXrZ\^­ZjHJMPuJMLX[Z\bpatd&Zjb¨^_a ! UWMLMNUWM?]·Zjb¨^_aÊ|Jª ~Jª | #·ªGHJMPutd&Zjd­bZ8X[MLn¡o]Ldla ©xM¯_MehjV%ncdlhjfM_¾tbpaÄZ\HJMP^fh8uYMeh
^f¡X\Me_Meh8dln7RÄ©WVZ\M?Xeª(GHJM'hjMencd&Z\M?u0sJh\^Y]eMLXjX[bpaJ]!^XmZrbcXhjMLdfX\^fa=dl©JnpM'X[bpat]!Mutd&Zjd bcXMLat]!hjVWsYZ\M?u%b¨Z\H d
X\VWK KNMeZ\hjbp];_MeV¡¢^_`Jatu0b¨a0ZjHJM^faJbp^fa7ª
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¡¢^f`tatuºd&ZZ\HJM'^_aJbp^fa7¼ X]!MLa_ZjMeh?ª M dfXjX[`tKNM%Z\H=d&Z Z\HJMº^_aJb¨^_a X\beM !¢©Jb¨ZjX # uYbpbcuYM?u ©WV ZjHJMº^faJbp^fa npdEV_MehX[beM !¢©tbZ8X%#N_b¨_MLXPZ\HJM
aW`JKP©=MLh­^l¡HJ^_stXNZ\^ ZjHJMÊuYM?XmZjb¨atdlZ\bp^fa7ª (¥X\b¨aJ ZjHJbcXb¨aJ¡¢^fhjK dlZ\bp^fa d X[MLn¦xX[Hx§&Kdlnpbp]eb¨^_`tXNaJ^YuYM ]edfa






ZjHJbcX]ed_X[M_¾¿Z\HJM ¦=hjX[ZaJ^YuYMLX^_a3Z\HJMstdlZ\H ]edfa3uJM!Z\M?]·Z'ZjHtd&Z'ZjHJM­uYMLX[Z\bpatdlZ\bp^fa bpX'¡ dlhdEdEVf¾¿bÀª M_ªZ\HJM
K M?X\Xjdl_Mb¨npnDaJMe_Meh]!^fK MP©tdf]8¤ª;°ÁaÄZ\HJbcX]ed_X[M'ZjHJMNKNM?X\Xjdl_M¯]edfa ©xMPKdlnpbc]!bp^f`tX\n¨VÄuYhj^fsts=M?u¿ª;GHtbpX
sth\^_©Jn¨MLK ]Ldla dlncX[^º©xMX\^fnpfMLub¨Z\H std_uJuYbpaJtªºUW^fK M!Zjb¨K M?Xe¾D`JaJaJM?]!M?X\Xjdlhjb¨npV np^faJÄs=dfuJuYbpaJ ]Ldla ©=M
MLat]!np^_X\MLu%bpa_Zj^NZ\HJM'^_aJb¨^_a7¾J]!hjMLdlZ\bpaJ uY^f`J©JZ¥dl©x^f`YZZjHJM'h\M?dln¿uYbcXmZ8dlat]eM;Z\^­uYM?XmZjb¨atdlZ\bp^fa7ª
 &   JÉ É  Ã L Ã 
 Htb¨npM'M'uY^ aJ^fZrh\M?]!^_KNK MLatuHt^^_£±X\HtdlsxMLustd&ZjHtXL¾YZ\HJM¡¢^_n¨np^&bpaJNuJbpXj]!`tXjX\b¨^_a%bcXaJ^lZjMe(^fh\Z\HWVU
GHJMºR ¥O dfatu=§&^fh¯°Ág®dfuJuJh\M?X\X¯K dEV hjMe_MLdlnbZ HJMLa¬Z\HtM%stdlZ\H¬bcXNHJ^W^f£ÁX[Htdfs=M?u¿¾b ª Mfª  ²t¹!¶
¢²J¹%¶¤¹0²t³+* ¸  -,j¹·µ8µY.cµ0¹	t¸-NÁ³ Ð²t¹ *U,\¹. ³	Wµ­¶x³ f¹Ä¸  -,\¹!µ8µ·ªÄ°Áa Z\HJbcX¯]LdfX\Mf¾ Z\HJM0uJd&Z8d ]edfa ©=M
X\Men¨¦=X\HJnpV%uYhj^fsJsxMLuÄX\bpat]!M'b¨ZbcX¡¢^fh¥Z\HJM¯sJh\MLWb¨^_`tXHJ^fs,ª(°±¡«aJMLMLuYM?u¿¾JZjHJbcXrsJhj^f©JnpMeK ]edfaº©=M¯d_uJuYhjMLXjX[M?u
©WV]e^faY¦=f`Jhjb¨atNdNh8dlatuY^_K	°Ág(§lR ¥O d_uJuYhjMLXjXHJMea%¡¢^fhj(dfhjuJb¨aJPZ\HtM'KNM?X\Xjdl_M¥Zj^NZ\HJM'aJM WZraJ^YuYMfª




     È  tÉ JL   É 
	
 uYMeaJbcdln¨£±^l¡Ð£ÁX[MLh\Wbc]!M'd&Z\Zjdf]80]edfaÄ©=MPKN^_`JaZ\M?uÄdl_dfb¨a=XmZr^_`Jhr^fsJZ\bpKNbLdlZ\bp^faº¡¢^_hr¡ d&Z;X[atdffM?X ! UWM?]·Zjb¨^_a
Jª { #·ª ¥a bpa_ZjMehjK MLuYbcdlhjV aJ^YuYM3]Ldla XmZj^fhjM Z\HtM^_h\bpfbpatdln¦tnpMf¾;©J`YZ0¡¢^fhj(dfhju ©=^_f`tX0uJd&Z8dJª	X0d
]e^fatX\M	`JMLat]!M_¾WZ\HJM¯K dfn¨bc]!bp^f`=Xb¨aZjMehjKNM?uYbcdlhjV­aJ^YuYM'bpn¨n7©xM¯df©Jn¨MZj^h\M?dfu%Z\HtM¯uJd&Z8dNb¡«b¨Z¥bpXZ\HJM'¦=atdln
uJMLX[Z\bpatd&Zjb¨^_a ! d&¡ÐZ\MLh­M  J]8HtdfaJfbpaJY§&uYM?]!hjVsJZ\bpaJÄZ\HtM ^faJbp^fa X\MefMLhjdfnoZjb¨K M?XbZjH Z\HJM atM  WZaJ^YuYMf¾dfX
uJMLXj]!hjb¨©xMLuÄdf©=^&_M$#·ª r^&(Me_Meh?¾Jb¨¡«Z\HJM¯dlZ[Z8df]8fMLhrbcXraJ^fZrZ\HJM¯¦tatdfn uYM?XmZjb¨atdlZ\bp^fa7¾tZ\HJMPh\M?dln,uJMLX[Z\bpatd&Zjb¨^_a
bpnpn ©xMNuJMeaJbpMLu X\MehjWbp]eMf¤bÀª M_ªb¨Zbpn¨nHtdE_M'Z\HtM¯^fhjbpfbpatdlnDX[M?]!hjM!Z¥_MeV0Z\^0uYML]eh\VWsYZZ\HJMNuJd&Z8dJ¾¤©J`YZ;Z\HJM
utd&ZjdNb¨ZjX\Men¨¡DbcX`tX\MenpMLXjXeª
GHJbcX'sJhj^f©tn¨MLK ]edfaM?dfX\b¨npVÄ©=M­d_uJuYhjMLXjX[M?uÊ©WV bpatX\Meh\Z\bpaJÄdº]!hjVsJZ\^f_hjdfsJHJbc]Htd_X[H,¾,Mfª tª­U ¾7^f¡
ZjHJMuJdlZjd d&ZMLd_]8H^_aJb¨^_a%ncdEVfMLhLªD°Áa0Z\HJbcXr]LdfX\Mf¾W`Jsx^faÄuYML]eh\VWsYZjb¨atNb¨ZjXr^faJbp^fa%npdEV_Meh?¾Wdfa%bpaZ\MLh\K MLuJbpdfh\V
at^WuJMP]edfaÊ]!^_K stdlhjMZjHJM¯Htd_X[HÊEdfn¨`tM¯¡¢^_`Jatu bpa b¨ZjX;^fatb¨^_a npdEV_Meh;dl_dfb¨a=XmZrZjHJMNHtdfX\H ^l¡«ZjHJMNh\M?]!MebpfM?u
utd&Zjdtª°±¡7Z\HJMLVuY^NaJ^lZKd&Z8]8H7¾Z\HJMLaZjHJMsth\^fZ\^Y]!^_nx]Ldla©xM'XmZj^fsJsxMLu7¾sth\MLfMeaZjb¨aJ¯Z\HJM'dlZ[Zjd_]8fMLhi¡¢hj^fK
hjML]eMebpWb¨aJPZ\HtMX[VWK K M!Z\hjbc]_MeV­b¨¡HJM'bpX(ZjHJM¦tatdfn,uYM?XmZjb¨atdlZ\bp^fa7ª
  "01!/0*,e" $&/­ /% 6 'D4 "%.#D-01!1e"%)*
 M¥H=dEfMsJhj^fsx^_X\MLuDx JÊ_7W=Yd]!^W^_s=MLhjdlZ\bp^fa MeaY¡¢^_hj]eb¨ats=^Y]8_M!ZX\bZ8]8HJbpaJ'sJhj^lZ\^Y]e^fnÀªDGHJM
; xDY 7WÊsth\^fZ\^Y]!^_n ¾X[^_K M!Z\bpK MLXL¾ bpa ^fh8uYMLh'Z\^ ©tn¨`YË Z\HtM­b¨aZjMehjKNM?uYbcdlhjVÊaJ^YuYM?Xe¾«X\MeatuJXZ\HJM
utd&Zjd ^fatMHJ^_s ¡ dfh[ZjHJMeh%Z\Htdfa d K MLXjX\dffM_¼ X%h\M?dlnuYMLX[Z\bpatdlZ\bp^fa7ª GHtM utd&Zjd bpXºhjM!Zj`JhjaJMLu ©tdf]8 Z\^
ZjHJM h\M?dln«uYM?XmZjb¨atdlZ\bp^fa !¢Wbcd%d0HJ^W^fÄ^_h'X[atdffM X[H=dlsxMLustd&ZjH #·ª GHJMehjM!¡¢^_h\M_¾¿bZjH ; xDY _7W=¾
X\^fK MeZ\bpKNM?Xe¾WZjb¨K Mbpn¨n¿std_X\X`ta_Zjb¨n7dfa0d_uJuYb¨Z\bp^fatdfn¿dlatu%`tX\MenpMLXjX(]e^faZjd_]·Z^Y]e]e`JhjX(©xM!¡¢^_h\M'uJdlZjdNdlhjh\bpfM?X
dlZZ\HJMuYM?XmZjb¨a=d&Z\bp^fa,ª
¥^fsJbpaJ3Z\HtdlZ­dÊK MLXjXjdlfM%b¨npn©xM0hjM!Zj`JhjaJMLu ©tdf]8 ¡¢hj^fK ZjHJMºaJM  WZHJ^fs,¾obpa_ZjMehjK MLuYbcdlhjV aJ^YuYMLX
¡¢^_h\dlh8u­K M?X\Xjdl_MLXoZ\HJM'bpatuYbc]edlZ\MLu0aJM WZraJ^YuYMf¾YbÀª M_ªi]!^W^fsxMeh8d&ZjM;Z\^NZ\HJM'sx^Y]8fMeZX\b¨Zj]8HJbpaJ sJhj^W]eMLXjXeª
GHJM `tdfn¨b¨ZmVf¾¿^_hnpMe_MenÀ¾¿^l¡]e^^_s=MLhjdlZ\bp^fa MLaY¡¢^fh8]!MLK MeaZuJMesxMeatuJX;^_aÊ`tX\Meh?ª°·ª Mfª'ZjHJMehjMPbcX'd­at^faY£
atMefnpbpfbp©Jn¨MHW`JKdlaN¡ d_]·Z\^_h«b¨a­; xDY _7W=¾`JaJnpMLXjX¡¢`YZ\`th\M(^fhj'©Jhjb¨aJX«bpa_ZjMenpn¨bpfMLaZ«dfn¨_^fhjbZjHJKXeª
t^fhM JdlK sJnpMf¾ ¥n¨bc]!M_¾«½^_© dlatu¬O(dlhj^fn¡¢^_h\K dºs=^Y]8_M!Z¯X\bZ8]8HJMLu aJMeZm^_h\¤¾7©t`YZ¯aJ^_aJM­^l¡(Z\HtMeK bpX
bpnpn¨bpaJZ\^ ]edfh\hjV uJd&Z8d ¡¢^_h Z\HJM0Zm(^^fZ\HJMLhjXLª Dx Jv;7W ]Ldla ©xMÄ`tX\MLu¬Z\^ Meatdf©JnpM%sx^Y]8fM!Z
X\b¨Zj]8HJM?u aJM!Zm(^fhjWb¨aJ bpa Z\HJbcX0X[b¨Z\`tdlZ\bp^fa7ª ¥^&MLfMeh?¾]edlhjM X\HJ^f`Jncu ©xMÄZjdffMea,ªGt^fh%M  JdlK sJnpMf¾b¨¡
¥n¨bc]!M;dlatu%½(^f©dfn¨dEVYXi]!^_KNKP`JaJbc]edlZ\M¥b¨Z\H%MLd_]8H^lZ\HtMeh(bcdNO(dfh\^_n ¼ Xisx^Y]8fMeZL¾©J`YZ(Z\HJMLVaJMe_MehX\Mea=u
K M?X\Xjdl_MLXNZ\^ O(dlhj^fnÀ¾(Z\HJMLa O(dlhj^fnrbpnpn;X[Z\^_s ]!^W^fsxMeh8d&Zjb¨aJ ! `JaJnpMLXjX0O(dfh\^_nrbpX%dlb¨Z\bpaJ ¡¢^fh0d fMLh\V
bpK s=^_h[Z8dlaZ©J`YZ'n¨^&npVÄsJhj^f©tdf©JnpM¯K MLXjX\dffM¯¡¢h\^_KTrnpbp]eMN^_h'½^_© #·ª¯°Áa ; xDY ;7W=¾7MLd_]8HÊ`tX\Meh
KP`tX[Z©xMP]!^_aWbpat]eMLu%Z\HtdlZ;]e^^_s=MLhjdlZ\bp^faÄbpn¨nD©Jhjb¨atX[^_K M©=MLaJM!¦tZL¾¤b ª MfªdK MLXjX\dffMbpn¨nDX[^_K M!Z\bpK MLX
©xM;h\M?]!MebpfM?u ¡¢hj^fK Z\HtM;atM  WZ(Ht^fs7ª°±ZbpXZjHJM`=X[MLhjXL¼Wh\^_n¨M¥Z\^ ]!^faWWbpat]!M^lZ\HtMeh`tX\Meh8XiZjHtd&Z]!^W^fsxMeh8d&Zjb¨^_a
bcXb¨aZ\HJMLb¨hbpa_ZjMehjMLX[ZL¾©WV­]!hjMLd&Zjb¨at¯uYb¨ËxMLh\MLa_Zdla=ub¨aZjMehjMLX[Z\bpaJPd_X\X\^Y]!bcd&Z\bp^fa=XeªDGHJMLX\MbcXjX[`JM?Xe¾HJ^&(Me_Meh?¾
atMeMLu%K ^fhjMh\bpf^_h\^_`tXdfatdlnpVYX[bcXdlatu0npM!¡ÐZZj^ ¡¢`YZ\`JhjM^_h\¤ª
°ÁaBZ\HJbcX0stdlsxMeh?¾;MHtdEfM dfuJuJh\M?X\X\MLu ZjHJM ]!^W^fsxMeh8d&Zjb¨^_a MeaY¡¢^_hj]eMeK MeaZºsJhj^f©JnpMeK bpa µ8²J¹ -	¨¹ 
sx^Y]8fMeZ X[b¨Zj]8Htb¨aJ=ª,GHJMoX\^f`thj]eM«aJ^YuYMiWaJ^&rX7bpadfuJEdfat]!MiZ\HJMiM Jdf]·ZDX[`t]L]!M?X\X\b¨^_a^l¡WZ\HJMo`tX[MLh ]e^faZjd_]·ZjX
ZjHtd&Zbpn¨nDn¨M?dfuºZjHJM uJd&Z8dZ\^%Z\HtMNuYM?XmZjb¨a=d&Z\bp^fa,ªUWbpK sJnpM¯¡¢^_h\KX^l¡oXj]8HJMLuY`tn¨M?u sx^W]8_M!ZX[b¨Zj]8HJbpaJ%b ª Mfª































©x^lZjH%^f¡,ZjHJMeKºªO^fa=X[M$_`tMeaZ\npVf¾JdPKdlnpbp]eb¨^_`tX8§lX[MLn¦xX[H%h\M?dfX\^faJbpaJ¯M_ª =ª   f³l¶ «´&¶¤³ \¢²J¹¯¶x¹ o¶x³ f¹
¢²$.cµ ¹·µ8µe¸#¹.cµm8¹,±¸.Ð¶
'¶x³- !³-, ¹ 8¸&¶ ,\³+* .3bpXa=dlbpfMfª
°ÁatX\sJbph\M?u¬¡¢hj^fK  y-À¾(b¨a ¡¢`YZj`JhjM0(^fhj (M0bpnpnZjd_]8npM%Z\HJMÄMe£ÀKdlbpnr]!^_aJaJM?]·Z\bpWbZmV sJh\^_©JnpMeK bpa d
hjMeK ^fZ\MNbpnpnpdffM¯b¨Z\Ht^f`YZ'°ÁaZ\MLh\aJMeZ]e^faJatML]·Zjb¨^_a7ª  M b¨Kdl_b¨atMPd0]!^W^fsxMeh8d&Zjb¨_MPdlstsJh\^df]8H7ª'¥n¨bc]!M ! d
Wbpn¨ncdl_Meh#·¾=HJMeabZ;bpXHJMehZ\`th\a7¾¤_^M?Xr©WVÄ]edfhrZ\^Z\HJMN]!b¨ZmVº°Áa_ZjMehjaJM!Z]!^_aJaJML]!Z\bp^fa sx^fbpaZ;dfatu ]8HJM?]8WX
Me£ÀKdfb¨nD¡¢^fhHJMLhjX\Men¨¡(dfatu ^fZ\HJMLhbpnpnpdffMeh8Xf¾7©th\bpaJ_X;©td_]8ºZ\HJM Me£ÀKdlbpncXbpa3HJMehg r ^_hnpdfsYZ\^_sdla=u
uJbpX[Z\hjb¨©t`YZ\M?XZ\HtMeK Z\^¬Z\HJMLb¨h0h\M?X[sxML]!Z\bpfMÊuJMLX[Z\bpatd&Zjb¨^_atX­bpa Z\HtMÊWb¨npncdlfMÊbcdJ¾¡¢^_hM YdfK sJn¨M_¾rd¬np^Y]edln
bphjMenpMLXjXatM!Zm(^fhjxª«GHtdfaJYX(Z\^NZ\HtbpXr]e^W^fsxMeh8d&Z\bp^fa,¾_ZjHJM'Wb¨npncdlfMLhjX]LdlaºX\dE_MdfX\^fnpb¨aJM_ª
¥MefMLh[ZjHJMenpMLXjXL¾DKdfn¨bc]!bp^f`tX·§&X\Men¨¦=X\H ©=MLHtdEWb¨^_h¯]edfa dlncX[^Ä©xM0M  Ys=M?]·ZjMLu bpa Z\HtbpXNX\]eMeatdfh\bp^tªÄGHJM%M!£
Kdfb¨n¤]edfh\hjb¨MLhL¾rnpbp]eM^_hX\^fK Me^_aJM¥MLnpX\Mf¾W]edfaX\MenpML]·Zjb¨_MenpVuYMenpM!ZjMMe£ÀKdlbpncXouYM?XmZjb¨aJM?u¡¢^_h^fZ\HJMLhWbpn¨ncdl_Meh8X










#X[MLatuÊM?df]8H3^lZjHJMeh?¼ XbcuYMLa_Zjb¦=Meh ! dlatu3sJ`J©tn¨bc] fMLV#¥Zj^ºZ\HJMLb¨hMe£ÀKdfb¨n
]e^fhjh\M?X[sx^fa=uYMeaZjXLª dEWbcu bcX­¥n¨bc]!M_¼ X ©x^&V¬¡¢hjb¨MLatu ! dfatu ½^_© uJ^M?X aJ^lZ­npbpfMÄHJbpK #·ª  HJMLa dEWbcu









[[[[message]PKA , A]PKB , B]PKA , A]PKB , B
GHtM'h\M?X[`Jn¨Z\bpaJ K MLXjX\dffMbcXX[MLa_Zr©WV dEWbcu­Zj^ Z\HJMWbpn¨ncdl_Meh?¼ X]e^fK K ^fa0M!£±K dfb¨n dfuJuYhjMLXjX(Wbpd ¸l¶x³&¶2'	
³-	WµM!£±K dfb¨nÀª ¥aJ^faWVWK ^f`tX,M!£±Kdlbpn_KP`tXmZ©xMo`tX\MLuZ\^rZjHW(dfh[Z dfa¯d&Z\Zjd_]8;M_ª =ª+  _³&¶
 x´l¶x³ &
.¨´_¹¢²J¹
µe¹e¶ _¹, ³ m¢²$.cµ ¹	 ¸-.3 .3.cµ)8¹,±¸.Ð¶





^_©YZjdfb¨a=X(Z\HJM'K MLXjXjdlfM;bpaº]en¨M?dlh\£ ZjM  WZLªGHJM'K MLXjXjdlfM;dfX(¡¢^fhr¥n¨bc]!M ! ©J`YZ¥b¨Z¥]!^_`Jnpu%©xM¡¢^fhr½(^f© #!ª
¥nZjMehjatd&Zjb¨_MX[Z\^_h\VU
½(^f©ºZ8dl_MLXZjHJM¯Wbpn¨ncdl_M]edlh?¾t_^WMLXZj^­Z\HtM¯]!b¨ZmV0dfatu ]8HJM?]8YXM!£±Kdlbpn ªGHJMPaJM  WZ¥HJ^_sÄbpX½(^f© dla=u
HtMN]LdlaÊuYM?]!hjVWsYZZjHJMN^f`YZjMeh;^faJbp^fa ncdEVfMLhLª(Z;Z\HJbcX;s=^_b¨aZHJ^&MLfMLhL¾¤½(^f© bcX;b¨aÊZ\HJM X\dfK MPX\bZj`td&Zjb¨^_a
 4~Lpp
}vwv!pvws1sp¤L  s1~-}x1y1~Lse}Ì3ry1xrLy}nnwuLry}rL ¼}p0}!Lx1ns1s¦§swly~-+y{}ruLs1nx4~Lnr



















ZjHJM¯Wbpn¨ncdl_Mfª¥GHtM¯K MLXjX\dffM'bcXX\MeaZrZj^­ZjHJM¯aJM WZaJ^YuYMPb ª Mfª;rnpbp]eMf¾¤sJbpaJsx^faJX¥dh8dla=uY^fK5aW`JK¯©xMeh
^f¡oZjb¨K MLX©=MeZmMLMea rnpbp]eM­dlatu3½(^f©7¾DdlatuÊ¦tatdfn¨npV¥n¨bc]!M^_©YZjdfb¨a=X;Z\HJMK MLXjXjdlfMNbpa ]en¨M?dlh\£ ZjM  WZLªGHJM
K M?X\Xjdl_MdfX¡¢^fhr¥n¨bc]!M ! ©J`YZ¥b¨Z¥]!^_`Jncu©xM¡¢^fhr½(^f©+#·ª










pPQaJbp^fa0hj^f`YZjb¨aJ !  b¨Wbps=M?uYbpd #·ª(q)JHZ\Z\s4 §f§&Mea7ª b¨Wbps=M?uYbcdJª ^fhjW§EbpWbÐ§_QaJbp^farq^_`YZ\bpaJ=ª
 L¯U¤ª½(`t]8HJMLffMLh­dlatu=ª ,M½(^f`=uYML]fª gMLh[¡¢^_h\Kdla=]!M ra=dlnpVWX\bcX­^l¡ZjHJM OQt ° ¥ ¥G goh\^fZ\^l£
]e^fn0O^W^fsxMeh8d&Z\bp^fa ^l¡t¥^WuJMLX)tdlbphjaJMLXjX¯bpa VWatdlK bc]%u r^Y]rMLG (^fhjWXLª3°Áa\ ,\³!8¹8¹ .Ð¶;#lµº³
 	
  2'  *t³Eµ.3	  ³&¶  Ê³.3¨¹ ¯³!¯¹ o³,\´-.Ð¶$#¬¸&¶ 
i³ *U	1.Ð¶$#  Ê³.¨²t³  E¾
 dl`tXjdlaJatMf¾JUWb¨ZeMLh\ncdla=u¿¾_`JaJMl~_~_Yª





^f¡¯O(dfK¯©JhjbcuYfM_¾O^_KNst`YZ\MLh ,df©=^_hjdlZ\^fhjV¬G ML]8HJaJbc]edfn¥qMLs=^_h[Z (O(¥Rº£[O¿£ÁGq£ÁzJ-oW¾ltMe©Jhj`tdfh\V
f~f~_yJª
 {'gª ¥`JbÀ¾¯ªOHtdfb¨aZjh\M?dl`7¾ tªUY]!^fZ[ZL¾ =ªDOh\^&hj^l¡ÐZ?¾ q'ª dfXjXe¾Ddlatu Oª¥bp^lZ?ª%g^Y]8fMeZPUWb¨Zj]8HJM?u
¥M!Zm(^fhjWXPdlatu¬Z\HJMÊO^_atX[M$`JMeat]eMLX¯^l¡ ¥`JKdla R ^f©Jbpn¨b¨ZmV bpa O^faJ¡¢MehjMeat]eM iaWWbph\^_aJK MeaZjXLª °Áa
 ³-,\´&µ[²t³+* ³&¶P¹¨¸-'=³-p¹,\¸l¶ ¯¹ o³,\´-.Ð¶$#l¾tgiHJbpn¨M?uYMenpsJHJbcdJ¾=g¤¯¾tr`tf`tX[Zf&£ÁfzJª
 yL¯U¤ª _dfb¨a,¾ ª2=dlnpn ¾xdlatuÄqª=g«d&Zjhjdtª(qr^f`YZjb¨aJb¨a d­uJMencdEV­Z\^_n¨MLhjdfaZraJM!Zm(^fhj¤ª°Áa   	 

      t¾
g^fh\Z\ncdla=u¿¾=Qh\MLf^_a7¾Yr`J_`tXmZr|_~&£mUWMesYZjMeKP©=MLhr|Jª
 z-¯U¤ªDR dlh\Z\bÀ¾Gª ;bp`Jn¨bÀ¾ ª  dlbÀ¾Ddfatu R ª ½dffMeh?ª%R bZjb¨d&Z\bpaJ q^_`YZ\bpaJÊR bpX\©=MLHtdEWb¨^_h'b¨a¬R ^f©Jbpn¨M
u ¥^W]P¥M!Zm(^fhjYXeª­°ÁaI  ,\³8¹8¹ -.Ð¶$#&µ%³  
  

    ¢¾istdl_MLX_yfyJlzyY¾7½(^_X[Z\^_a7¾ R d_Xm£
Xjd&Z8]8H`=X[MeZ[ZjXL¾Jr`tf`tX[Z¥l~f~_~Jª

o!'gª«RÄbc]8HJbpdfhjuJb(dfatu q'ª«RÄ^_n¨&dtª OQ;q  d]!^_n¨ncdl©x^fh8d&Zjb¨_M­h\MLsJ`YZ8d&Z\bp^fa KNM?]8HtdlatbpX\K Z\^3MeaY¡¢^_hj]eM
aJ^YuYM(]!^W^fsxMeh8d&Zjb¨^_a'b¨a¯KN^_©Jbpn¨M(dfu'HJ^Y]oaJM!Zm(^fhjYXeªl°Áa 
i³   	Y¶2.j¸1. ³l¶%¸&¶   %	
1. ¹ -. ¸ ¿¹}	,.3'
 
    &¾tg^fh\Z\^_h\^ f¾JUWnp^&fMeatbpdt¾YUYMesYZjMeK¯©xMeh;lz&£m0o¯l~_~_Yª
 ¯"¯D"¯D*
  ¤L È É Dl  È  
   È  =Ã *'  Jª¨ ¥^W^fYX ªª'ª;ª'ªª'ª'ªª'ªª'ªª'ª'ª;ª'ªª'ªª'ª'ªª'ªª'ª;ª'ªª'ª'ªª'ªª'ªª'ª'ª;ª'ª y
Jª  UYatdl_MLX3ªª'ª;ª'ªª'ª'ªª'ªª'ªª'ª'ª;ª'ªª'ªª'ª'ªª'ªª'ª;ª'ªª'ª'ªª'ªª'ªª'ª'ª;ª'ª y
Jª | goh\^fZ\^Y]!^_n7uYM!Z8dlbpnpXºª'ª'ªª'ªª'ªª'ª'ª;ª'ªª'ªª'ª'ªª'ªª'ª;ª'ªª'ª'ªª'ªª'ªª'ª'ª;ª'ª 
Jª { QsJZ\bpKNbLdlZ\bp^fa%¡¢^fh¡ dlZ¥X[atdffM?X ª'ª'ª;ª'ªª'ªª'ª'ªª'ªª'ª;ª'ªª'ª'ªª'ªª'ªª'ª'ª;ª'ª  
 Ã (    Å É  ?(DL  È D |tª ~tª¨ r^W^fYXfMLhjX\`tXX\atdl_MLX ª'ª'ª;ª'ªª'ªª'ª'ªª'ªª'ª;ª'ªª'ª'ªª'ªª'ªª'ª'ª;ª'ª  
|tª ~tª  gi`J©Jnpbp]_MeVYX ªª'ªª'ªª'ª'ª;ª'ªª'ªª'ª'ªª'ªª'ª;ª'ªª'ª'ªª'ªª'ªª'ª'ª;ª'ª ?~
|tª ~tª | QaJb¨^_a0X\beMstdfutuYb¨at¬ªª'ª'ª;ª'ªª'ªª'ª'ªª'ªª'ª;ª'ªª'ª'ªª'ªª'ªª'ª'ª;ª'ª _
|tª ~tª { R ¥O§E°Ág dfuJuJh\M?X\X\MLXªª'ª'ª;ª'ªª'ªª'ª'ªª'ªª'ª;ª'ªª'ª'ªª'ªª'ªª'ª'ª;ª'ª _
|tª ~tª y QaJb¨^_ax§&utd&ZjdP©JbpatuYbpaJ ª'ª'ª;ª'ªª'ªª'ª'ªª'ªª'ª;ª'ªª'ª'ªª'ªª'ªª'ª'ª;ª'ª E
  È  ' D  È  	  Ã Ç¯È   « DÉ   ' ' Ã 
	 Ã    
Î ÎÀr-ÁÂÂ}Ã
Unité de recherche INRIA Sophia Antipolis
2004, route des Lucioles - BP 93 - 06902 Sophia Antipolis Cedex (France)
Unité de recherche INRIA Futurs : Parc Club Orsay Université - ZAC des Vignes
4, rue Jacques Monod - 91893 ORSAY Cedex (France)
Unité de recherche INRIA Lorraine : LORIA, Technopôle de Nancy-Brabois - Campus scientifique
615, rue du Jardin Botanique - BP 101 - 54602 Villers-lès-Nancy Cedex (France)
Unité de recherche INRIA Rennes : IRISA, Campus universitaire de Beaulieu - 35042 Rennes Cedex (France)
Unité de recherche INRIA Rhône-Alpes : 655, avenue de l’Europe - 38334 Montbonnot Saint-Ismier (France)
Unité de recherche INRIA Rocquencourt : Domaine de Voluceau - Rocquencourt - BP 105 - 78153 Le Chesnay Cedex (France)
Éditeur
INRIA - Domaine de Voluceau - Rocquencourt, BP 105 - 78153 Le Chesnay Cedex (France)  	


  
ISSN 0249-6399
